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Code Signing
Secure your software supply chain — sign, verify, and govern every artifact with 
enterprise-grade key protection.

QCecuring Code Signing provides centralized, policy-driven signing for all your software 

artifacts. Protect private keys in HSMs, enforce approval workflows, integrate with 

CI/CD pipelines, and ensure every release is tamper-proof and traceable.
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Key Capabilities

HSM-Backed Key Protection
Private signing keys never leave the HSM. Support for cloud HSMs (AWS CloudHSM, Azure Dedicated HSM) 
and on-premises HSMs (Thales Luna, Entrust nShield).

Multi-Format Signing
Sign Windows executables (Authenticode), Java JARs, Docker images, NuGet packages, macOS apps, Android 
APKs, PowerShell scripts, and more.

Approval Workflows
Multi-level approval for high-risk signing operations. Role-based access control with separation of duties 
between key custodians and signers.

CI/CD Integration
Native plugins for Jenkins, GitHub Actions, GitLab CI, Azure DevOps, and CircleCI. Sign as part of your build 
pipeline without exposing keys.

Tamper-Proof Audit Trail
Every signing operation logged with signer identity, timestamp, artifact hash, key used, and approval chain. 
Immutable and exportable.

Supported Signing Formats

• Windows Authenticode (.exe, .dll, .msi, .cab)

• Java JAR signing

• Docker Content Trust / Notary v2

• NuGet packages (.nupkg)

• macOS code signing + notarization

• Android APK / AAB signing

• RPM / DEB package signing

• PowerShell scripts (.ps1)

• Office macros (VBA signing)

• PDF document signing

• Firmware / UEFI Secure Boot

• Sigstore / cosign (container images)

• GPG signing (Git commits, packages)

• Custom PKCS#7 / CMS signing

Use Cases

Software Supply Chain Security DevSecOps Pipeline Firmware Integrity Regulatory Compliance

Multi-Team Governance Timestamp Authority
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Deployment SaaS, On-Premises, Hybrid

HSM Support PKCS#11, AWS CloudHSM, Azure HSM, Thales Luna, nShield

Timestamping RFC 3161 compliant TSA (built-in or external)

Key Algorithms RSA-2048/4096, ECDSA P-256/P-384, Ed25519

Authentication SAML 2.0, OIDC, LDAP, API tokens, mTLS

Platform Preview

Code Signing Management — signing operations dashboard with HSM key management, approval workflows, and CI/CD integration.

Protect your software supply chain with enterprise-grade code signing. Request a Demo
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